MPOKYPATYPA CKAJIOBCKOT'O PALOHA XEPCOHCKOM OBJIACTH
PAIBACHAET

O npecrymiennsix B cepe HHGOPMATHORHKIX TeXHOIOr Wi

K npecrynnenusm B cdepe mHOOPMAIMOHHBIX TEXHOIOTHIH MOXHO OTHECTH Kak
pacIpoCTpaHeHHe BPeIOHOCHBIX IPOrpaMM, B3JIOM TiapoJiei, Kpaxy HoMepoB OaHKOBCKMX
KapT M JIpyrux OaHKOBCKHX PEKBH3HTOB, Tak W PacCIlpOCTpaHeHHEe IPOTHBOIPABHOU
undopManuu  (KIE€BETH, MAaTEepPUaIOB IOPHOTpadHUEecKOro XapakTepa, MaTepHalioB
BO30YXAIOMKX MEXHAUNOHANBHYI0 W MEXPEIUTHO3HYI0O BpPaXAy M T.JI.) dYepes
Wuteprert, a Takke BPeJOHOCHOE BMEIIATENLCTBO Hepe3 KOMITBIOTEPHBIC CeTH B paboTy
Pa3InYHbIX CUCTEM.

Cornacno momoxeHMi VYromoBHoro xonexca Poccuiickolt Denepanid IO
IpecTyIuleHueM B cdepe KOMIIBIOTEpHOM WH(OpMamyy NMOHHMAIOTCS COBEpINAeMEIE B
cdepe HHGOPMAIMOHHBIX IPOLIECCOB U MOCATAIOIINE Ha HHPOPMAIHOHHYIO Ge30IacHOCTh
JeSHUs, IIPeIMETOM KOTOPBIX SBJISIOTCS MH(QOPMAIUI ¥ KOMITBIOTEPHBIC CPeCTBA.

OTBeTCTBEHHOCTh 3@ COBEpIICHHE YKa3aHHBIX I[IPECTYIUICHHH IpefyCcMOTpeHa
rnaBoii 28 YronosHoro koxekca Poccuiickoit Menepanuy.

Tak, k paccMaTpUBaeMO#l KaTeropuu NpecTyIUieHUi, B COOTBETCTBHH C YTOJIOBHOM
xonekcoM Poccuiickoii @enepauyy, OTHOCATCS MPECTYIUIEHHUS B cepe KOMITBIOTEpHOH
HHQOPMAITHH:

- HEIIPAaBOMEPHBIH TOCTYII K KOMIBIoTepHOH uHbopMmamuu (cT. 272 YK PD),

- CO3[aHHe, HCIONB30BaHUE M PACHPOCTPaHEHHE BPEIOHOCHBIX KOMIBIOTEPHBIX
nporpamm (ct. 273 YK P®),

- HapylleHHe IPaBHJI HKCIUTyaTallud CPEJCTB XpaHeHus, 06paboTku mim nepenaydu
KOMNbIOTEpHOH HHMoOpMaLuH U HHPOPMAUMOHHO-TEICKOMMYHHKAIIMOHHEIX CETeH H
pacnpocTpaHesue nopHorpaduu (ct. 274 YK P®).

Kpome Ttoro, craressmu 1593 u 159.6 VK PO® npemycMoTpeHa YroioBHas
OTBETCTBEHHOCTH 32 pa3NIUYHbIe BH/IbI KHOSPMOIIIEHHHYECTB.

MaxcuManbHble CaAHKIHM 3a COBEpIIECHHE INEPEYHUCICHHBIX IPeCTYIUIeHHUH
IpeaycMaTpUBAIOT HaKa3aHHe B BUAE JIHIIEHHS CBOOOBI cpokoM oT 5 1o 10 net.

OGmecTBeHHas OMACHOCTL MPOTHBONPABHEIX AEWCTBHI B 00JAaCTH 3NIEKTPOHHOH
TeXHHKH H HH(bOpM&HHGHHIﬂX TEXHOJIOTHH BBIPAYKASTCI B TOM, “ITO OHH MOTYT INOBISYL 34
co6oif HapyIIeHue JesTeIbHOCTH aBTOMATU3HPOBAHHEIX CUCTEM YIIPABJICHHMA U KOHTPOIL]
pasnHyYHBIX OOBEKTOB, cepbe3Hoe HapymeHHe paborel OBM ¥ HX cucreM,
HECaHKIIMOHUPOBAaHHBIE JNEHCTBHS II0 YHUUTOKEHHIO, MOAM(UKALKH, HCKAKEHHIO,



KOMEpPOBaHKIO MHGOPMAIMY K UHQOPMAIHOHHBIX PECYPCOB, HHBIC (GopMBI HE3AKOHHOI'O
BMEIIATENBCTBA B MHPOPMAIMOHHEIE CHCTEMBI, KOTOPHIC CIIOCOOHBI BHI3BaTh TSUKKHE U
HeoOpaTiMble IOCIEACTBHUA.

B macrosiee BpeMs, NPaKTHYECKW HET 4Yell0BeKa, KOTOPBI HE MCIOIb3YeT
MOOMIBHELHA TenedoH, a TaK e KOMIBIOTEP HIIH HOYTOYK, € IOJKIIOUEHHEM K BCEMHPHOH
miobanpHol cetd «MuTepuer». Yacro, He 3aXyMbIBAsiCh O cBoell 0e30macHOCTH, MBI
COBeplIaeM OHJIAWH - TIOKYNKH WM [PUBSA3BIBAIOT CBOIO OaHKOBCKYIO KapTy K
COIMAIBHOM CETH, HO ONACHOCTH MCIONIB30BAHMA TaKMX yCTpOWCTB He OrpaHuYuBacTCH
TONBKO B BO3MOXHOCTBIO KX KpaKH, MPHUCYTCTBYET Taloke IOCTOSHHAS OTACHOCTE
BO3MOXKHOCTh KP@KH JMYHEIX IEPCOHANBHBIX MNAHHBIX HEJIOBEKa, KOTOPBIC MOMCHO
HCIIONB30BATh B PA3NMUHBIX IPECTYIHBIX Lensx. [IpecTynHAKY, MOy UBIIAE LOCTYH K
Banpy JTUYHBIM TAHHBIM, MOYKET COBEPIUHTh KPaXy [EHEKHBIX CPEACTB, KOTOPBIC
HAXOJATCA HA BALIMX TMYHBIX CUeTax B PA3IMYHBIX OaHKaX.

Ha ceroqusimumil feHs, Haubolee PaclpOCTPAHEHHEIM BUAOM MOIICHHUHCCTBA
sBIsETCH «TenedOHHOe MOIIGHHHYECTBO». Takue MPEeCTYNHBIC ACHHIA COBEPIIIAIOTCS
yTeM BBEIEHHUS 3JIOYMBIIUICHHUKOM TpaXiaHuHa B CTPECCOBYIO CHTYalldio TI0

CpEJCTBOM TENE(POHHOIO 3BOHKA.

Tak HampuMmep, 3JOYMBIILIEHHAK TPHUIYMBIBAeT —HCTOPHIO, CBA3aHHYIO C
coepirenmeM uM JTII WM HHBIM NPECTYIUICHHEM, 33 KOTOpOE €My Heo0XoquMo
3AIIIATHTG COTPYMHMKY TONMIMK JIEHEXHBIE CpefcTsa - BIATKY, UL TOrO, YTOOBI
OTKYIHThCA. [IpwdeM, 37OYMBILUICHHUK TOBOPHT, HTO €CIH OH HE OTKYNMThCS OT
COTPY/HHKA MOJMIUH, TO €ro «IOCaiiT» B TIOPHMY. VIMEHHO CIIOBa O TOM, 9TO HX CBIHA
JUTH JI0Yb IIOCAAST» B TIOPbMY, H BBOZIAT I'PAXIaH B CTPECCOBYIO CHUTYaluio. Taxk xe,
onHOW W3 PACIPOCTPAHEHHBIX CXeM KHOEPNPECTYIHHKOB B ToCHeNHUE TOIBI CTall
«BHIIAHD — 3TO BAX MOIIEHHAYECTBA, NP KOTOPOM 3JOYMBIIUICHHUKE IO M00BIM
TIPeUIOrOM BBIHY)K/@IOT HAC TPEJOCTABIATH KoH(UICHIHANLHbIE JAHHBIE B «HAMIUX
cOGCTBEHHBIX MHTEpecax», TO eCTh HCKYCCTBEHHO CO3J@eTcd CHTyallHd, Tpebyromas

TMOMOIIH OT CICITHAIHUCTA.

Ileap MOIICHHUKOB IIOA MOOBIM TIPEIJIOrOM  H3BJIEYb CEKPETHYIO JIMTHYIO
wHpopManio 0 KpeauTke. Ui TOIMyHeHMs AOCTYIE K KOH(QUICHIMATLHBIM JTAHHBIM
Bragenblla  MHHMBIE — IOMOILIHHKH — HCIOJB3YHOT TeneOHHYIO ~CB3b KaKk B
ABTOMATH3HPOBAHHOM PEXHME, TaKk M Harmpamyilo orT MHHMOTO «OIIEPAllAOHUCTAY
GAHKOBCKOTO cexTopa. Bo MHOTHX Cllydasx B Te4CHHe JHA HaM MOCTOSHHO HAYWHAIOT
SBOHUTL HA MOGMIBHUK ¢ HE3HAKOMOTO HOMepa. Kak TONBKO MBI OTBEYacM Ha 3BOHOK,
HAM cpasy COOGIIAIOT BAKHYO MHPOPMAIMIO O BOIHHUKIIHNX mpobyeMax ¢ Halle# KapToi,
HampuMep, 9TO OHa 3a0IOKMpoBaHd, a ciyx6a GesomacHocTd OaHKa MPEAOTBPATHIIA

IIOIBITKY HECAHKIIMOHMPOBAHHOIO CITHCAHHA. 3JaTeM 3BOHSIIMH MpeajaraeT MoMomp B



CIIOXMBIIEHCS. CHTyalllii, Ha KOTOPYI0 MHOTME W3 Hac cormamarorcs. Hac ybexnamTr B
CPOYHOM DCIICHUH BO3HUKIIEH CHTyalyu, MoKa elle He Bce JEHBIH yKpaxeHsl. OueHb
HOCIENOBATENRHO MOIICHHUKY CTapatOTCs IONYYHTh OT HAC BCIO THIHYIO uH(OpMAaIHIO 0
KpCANMTKE, ILpPHCBUIAIOT HOBRIC mapomu u JIMH Komel B CMC-yBeIOMIIEHHSIX.
YCIMOKauBaIOIUM  TOOCOM  «GAaHKOBCKHE paboTHUKM» IpemnaraloT  pasIHYHBIE
BOSMOXHBIC BAPHAHThI 3a0UTHL. Jloragarscst o TOM, 4To M06e3HsIH HOMOIHUK Ha JApyrom
KOHIIE ITpOBONA SBJAETCS MOIICHHMKOM HE BCEIAa JIETKO, HO B JIO6OM Cllydae 3TO
BO3MOXHO. M3HaYameHO MOXHO MoGIarofaputs 3a 6IHTENBHOCTE U Y3HaTh JOJDKHOCTD,
MHHUIUATEL 3BOHUBLIETO COTPYIHHMKA KPEAWTHON OpraHH3alliy H IPEANPUHATE TTOIBITKY
AO3BOHUTHCS 110 TOpAYeH JTUHKUHA. VICIONB30BaTh [UIS BBISCHEHHS CIOKHBIIEHCS CUTyalu{
JIyqIIe NPYTOX CBOH HOMEp, MOTOMY YTO Ha CEroHAMHMHE IeHb Yy BBIMOraTenei
CYHIECTBYIOT TeXHOIOIUH, TO3BOIAIOLIME NEPCHANPABIIATE BCe MOCIE/YIOLIFe 3BOHKH Ha
TeNeQOHHOE YCTPOICTBO MOIIEHHMKOB.

Iomumo usnoscenHoro, ecTh ele psix HPOCTHIX OGHX peKoOMeHJatuii:

l.He rmepexomure mo HeW3BeCTHBIM CChUJIKaM, HE€ IIepe3BaHMBaiiTe 10
COMHUTEJIBHBIM HOMepaMm. YCTaHOBUTE M 00A3aTeNibHO OOGHOBJLITE AHTHBHPYCHBIE
IpOIrpamMMBl.

2. Ilposepsifite MHPOPMAIHIO O COCTOSHHE CUYETOB, 3a4HCICHHM HIIH CHHCAHUU
ACHEKHBIX CPENCTB € HHX, B JOCTOBEPHBIX HCTOYHNMKAX, 3aKAXKUTE BBITMCKY B OaHKe,
HOJIYHIUTE KOHCYJIbTALMIO CcrienuanucTa 0auka.

3. Huxomy He cooGliaiiTe mepcoHaIbHbIE IAHHBIE, B TOM UHCIe IIapONH U KOJIBI
noctyna. He xpanute faHHbIe KapT Ha KOMIBIOTEDE U B cMmapTdoue.

CxeM MoIllGHHHYECTBE C KPEeQUTKAMH MHOTO, | [IPECTYIIHUKH TIOCTOSIHHO
IPHIYMBIBAIOT HOBBIE. YTOOBI HCIIONB30BaHHE GAHKOBCKHX KapT OEUIO He TONBKO
yHOOHBIM, HO M 6€30TacHBIM, MOMHHTE: CAMOE OPOTOE B COBPEMEHHOM MHpE — 3TO
nHpopMais. OTHaTh NePCOHAIBHbIE CBEICHHS, CBEIECHHS O KPEeIUTKE MOCTOPOHHHM -
9T0 BCE paBHO, 4TO OTAATH CBOH Kolle/eK. [Ipy BO3HUKHOBEHHH COMHEHUS, TIPaBHIbHBIM
AericteueM ¢ Barue#i ctoponsr Gyner obparuthes B moboe Gmkaiiniee oTaencH e GaHKa
b0 OoOpaTHTBCA K COTPYJHMKAM 0aHKa B KOHTAKTHEIL UEHTp 1o TejedoHam
KPYTJIOCYTOYHOH TOMOIIM KIIHEHTAM.

IIpoxyparypa Cxamosckoro paiioma XepcoHckoil ob6mactu npocut Bac ObiTh

BHHUMATECIIBHBIMH, U HE HOBEPATH HH(l)OpMaHHIO O Baleun KapTe JIOJsM, KOTOPLIX BEI He

3HaerTe.





